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Abstract
New information and communication technologies (ICTs) are spreading rapidly around
the world, especially in developing countries (ITU, 2015). The diffusion,
democratisation and wide availability of ICTs to individuals around the world is
enabling disaster affected communities to use them (OCHA, 2012), and influencing
how humanitarians deliver assistance (Feinstein International Center, 2010). While
new technologies may offer many opportunities for humanitarian action, its role and
impact needs to be examined.

This study critically explores the role and impact of new ICTs in delivery of
humanitarian assistance. The study reviews the growing influence of ICTs on the
humanitarian industry and the current application of new ICTs in humanitarian action.
Through interviews with key informants, it seeks to understand how ICTs are changing
the way humanitarian assistance is delivered and its implications, especially the impact
of ICTs on the humanitarian imperative – ‘do no harm’.

The study concludes that there exists a dominant tech-optimistic view within the
humanitarian industry - yet there are negative impacts, such as inequalities and new
vulnerabilities, which ICTs cause. The study makes five recommendations that would
allow humanitarian actors to be more reflective when deploying new ICTs, to ensure
that unintended harm is minimized. The recommendations encourage humanitarians
to: consider ICTs as a new dimension of the 'do no harm' approach; develop clear
policies and transparent procedures on the use of technology for humanitarian
purposes; understand the existing technological inequalities in operational contexts
before deploying digital technologies; recognise that technologies are not flawless and
can fail and hence minimise experimentation in ‘live’ contexts; and finally humanitarian
actors should strive to work collectively to improve the technological environment that
would deliver maximum benefit to crisis affected communities.

Keywords: humanitarian technology, information and communication technology
(ICT), digital technology, do no harm, digital aid, digital harm, data privacy.
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Acronyms & Abbreviations
CaLP

Cash Learning Partnership

CTP

Cash Transfer Programming

ICRC

International Committee of the Red Cross

ICTs

Information & Communication Technologies

ICT4D

Information & Communication Technology for Development

IFRC

International Federation of Red Cross and Red Crescent
Societies

ITU

International Telecommunication Union

NGO

Non-Governmental Organisation

OCHA

Office for the Coordination of Humanitarian Affairs, United
Nations

STS

Science and Technology Studies

UAV

Unmanned Aerial Vehicle

UN

United Nations

UNHCR

United Nations High Commissioner for Refugees

WFP

World Food Programme, United Nations
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Glossary of Key Terms
Big data: Term used for a collection of voluminous and complex data sets that
it becomes difficult to process using traditional data processing applications.
Biometrics: The use of human measurements for identification, for example
fingerprints or scanning of eyes and faces.
Data privacy: The privacy of personal information, in this case of populations
affected by disasters, and usually relates to personal data stored on computer
systems of humanitarian actors.
Data protection: The systematic application of a set of institutional, technical
and physical safeguards that preserve the right to privacy with respect to the
collection, storage, use, disclosure and disposal of personal data 1.
Digital aid: Electronic transfer of humanitarian assistance to those who need it,
by leveraging technology platforms. This includes channels such as mobile
money.
Digital technology: As opposed to analog technology, this describes
electronic technology that enables one to find, analyse, create, communicate,
and use information in a digital context. This encompasses the Internet, mobile
technologies, and associated tools.
Do no harm: The humanitarian imperative that acknowledges the potential
negative impact when intervening in a situation of crisis, and requiring
sensitivity of humanitarian actors to ensure that unintended harm is minimized.
Drones: Also referred to as Unmanned Aerial Vehicles. They are small
aircraft that fly by remote control or autonomously. Although previously
associated with the military, drones/UAVs are increasingly performing civilian
tasks as the technology becomes more common (Gilman, 2014).

1

As defined by CaLP: http://www.cashlearning.org/thematic-area/operationalizing-beneficiarydata-protection-1
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E-cash: Any electronic substitute for cash that provides full, unrestricted
flexibility for purchases. It may be stored, spent, and/or received through a
mobile phone, prepaid ATM/debit card or other electronic transfer 2.
Humanitarian innovation: Innovation aimed at humanitarian action.
Innovations are dynamic processes which focus on the creation and
implementation of new or improved products and services, processes, positions
and paradigms. Successful innovations are those that result in improvements in
efficiency, effectiveness, quality or social outcomes/impacts 3.
Humanitarian technology: ‘The use and new applications of technology to
support efforts at improving access to and quality of prevention, mitigation,
preparedness, response, recovery and rebuilding efforts’ in disaster
management (Vinck, 2013, p.20).
Information Communication Technologies (ICTs): Any communication
device or application, encompassing radio, television, cellular phones,
computer and network hardware and software, satellite systems and so on, as
well as the various services and applications associated with them 4. For this
study, new ICTs refers the emerging technologies being applied within the
humanitarian enterprise e.g. mobile technology, social media platforms,
biometrics, UAVs, big data analytics, etc. This term is used interchangeably
with digital technology in this paper.
Mobile technology: Technology such as mobile phones, portable laptops, and
Internet communication devices that allow people to access unlimited
information from virtually anywhere.
Social networks: Online communities that interact on Internet platforms (social
media).

2

See http://www.cashlearning.org/resources/glossary#E-Cash
As defined by Humanitarian Innovation Fund. See http://www.elrha.org/hif/innovationresource-hub/innovation-explained/introduction-humanitarian-innovation/
4
See http://searchcio.techtarget.com/definition/ICT-information-and-communicationstechnology-or-technologies
3
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Chapter 1.0: Introduction
This chapter introduces the topic of this dissertation. It provides a short
background, outlines the focus of the study and the key research questions that
were explored.

1.1. Background
Humanitarian disasters are becoming more frequent, larger in scale, complex
and increasingly difficult to manage – which the United Nations Office for the
Coordination of Humanitarian Affairs refers to as ‘the new normal’ (OCHA,
2014). The humanitarian system needs to prepare for and adapt to this new
reality. A number of key megatrends are influencing humanitarian action and
hence contributing to its complexity, such as changes in demography, science
and technology, economics, political power, climate, and patterns of conflict
(Ferris, 2011). The inclusion of science and technology emphasises its growing
role and impact in the world and its implications for the future. Information and
communication technologies (ICTs) have changed all aspects of human life,
and have implications for the development and humanitarian industry (Feinstein
International Center, 2010).
New information and communications technologies 5 are spreading rapidly
around the world, especially in developing countries. Due to increased market
competition, costs for communications technology devices and services have
decreased, enabling more people to access them. The International
Telecommunications Union (2015) statistics indicate that 3.2 billion people
were using the Internet in 2015, of which 2 billion were from developing
countries. There are more than 7 billion mobile cellular subscriptions globally.
The people who are accessing the internet through their mobile devices has
increased as well, with a 3G population coverage of 84% (ITU, 2016). Use of
social media tools like Facebook, Whatsapp, YouTube, Pinterest, Twitter and
5

In this paper, new ICTs refers the latest technologies being applied within the humanitarian
enterprise e.g. mobile technology, social media platforms, web-enabled solutions, UAVs, big
data analytics, etc.
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Skype has soared, contributing to an information revolution (Meier, 2011b).
Majority of growth is taking place in the developing countries, particularly in
Africa, Middle East and Asia.

Figure 1: World population showing mobile-cellular and internet coverage. Seven billion people
(95% of the global population) live in an area that is covered by a mobile-cellular network. Mobilebroadband networks (3G or above) reach 84% of the global population (ITU, 2016).

Figure 2: Increased internet use globally in the last 15 years, especially in developing countries
(ITU, 2015).
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New technologies have had a profound impact in other industries, and have
even spun off new business models and service offerings. New technologies –
as opposed to old analog technologies like broadcast radio - refer to digital
technologies such as web-enabled solutions, mobile technology, social media,
big data analytics, and the like. The rapid spread and adoption of new ICTs,
especially in developing countries, does influence the humanitarian sector, and
how assistance is delivered (Feinstein International Center, 2010). This is
giving rise to innovative humanitarian programming that is spinning off new
business models that was not possible before. The United Nations and
humanitarian community demonstrated an appreciation of humanitarian
innovation by including a key theme on ‘transformation through innovation’ as
part of the World Humanitarian Summit held in May 2016 (WHS, 2014).

Humanitarian innovation is not just futuristic - it is a reality in emergency
operations today. Adoption of ICTs in countries prone to disasters makes it
possible for new channels for aid delivery, for example as ‘neutrino aid’ (Slim,
no date) or digital aid which entails electronic transfer of humanitarian
assistance to those who need it, by leveraging technology platforms. The
diffusion, democratisation and wide availability of ICTs to individuals around the
world is enabling disaster affected communities to use them (OCHA, 2012).
Increasingly, access to information and communication is being viewed as aid
in itself (IFRC, 2005).

'Affected communities, on the other hand, are already rapidly adopting
social media and other technologies. This is a trend that is unlikely to
change and that humanitarians must embrace – even support – by
recognizing access to communication and information as a basic need and
priority alongside search and rescue, protection, health, food, water or
shelter.'
Bekele Geleta, IFRC Secretary General
Box 1: .Growing recognition of ‘information as aid’ by humanitarian actors (IFRC, 2013).
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While ICTs provide tremendous potential for new ways of working, it is
important to acknowledge the challenges that exist in the contexts where
humanitarian action is likely to take place: particularly the ever-widening and
new forms of digital divide (Compaine, 2001, Gillwald, 2005, Kenny, 2000,
Mbarika et al., 2003, Sandvik, 2013); lack of access to technology by most
vulnerable communities; little investments in new technology solutions by
humanitarian organisations; services being available mostly in urban settings,
among other challenges. Humanitarians need to have a keen understanding of
crisis contexts, including inherent challenges, to successfully deploy technology
solutions that support and enable their humanitarian action.

1.2. Aims and Objectives
This study aims at a critical inquiry into the role and impact of new ICTs in
delivery of humanitarian assistance.

The study will specifically examine:
i). The growing influence of ICTs on the humanitarian industry;
ii). The current application of new ICTs in humanitarian action;
iii). How ICTs are changing the way humanitarian assistance is delivered and
its implications;
iv). The impact of ICTs on the humanitarian imperative – ‘do no harm’.

1.3. Research Question
While ICTs have potential to contribute to effective humanitarian action, they
also pose challenges which need to be examined. This study focusses on one
primary research question that evolved through a review of literature and
exploring the idea with faculty at CENDEP, as well as with some of the key
informants. The central question of this research is: How are new information
and communications technologies (ICTs) reshaping the delivery of
humanitarian assistance, and what are the implications for the imperative
to do no harm?

15

1.4. Significance of the Study
There is ‘considerable optimism regarding the possibility of improving
humanitarian action through new, digital technology’ (Sandvik et al., 2014,
p220). While new technologies may offer many opportunities for humanitarian
action, its role and impact needs to be examined. There is a dominant techoptimistic view which believes that new information and communication
technologies provide opportunities for enabling more effective humanitarian
action, yet there is limited critical scholarly engagement into what technology
does to the humanitarian industry (Sandvik, 2013).

The study challenges the prevailing technocratic views by highlighting impacts,
such as inequalities and new vulnerabilities, which ICTs may cause in
humanitarian action – thus wielding agency and potential to do harm (Mancini
and O'Reilly, 2013). It is hoped that recommendations from this study will allow
humanitarian actors to be more reflective when deploying new ICTs, and hence
ensuring that unintended harm is minimised (Anderson, 1999).
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Chapter 2.0: Literature Review
This literature review examines academic and grey literature on the influence,
application and impact of information and communications technologies on
humanitarian action. Due to limited scholarly literature focussed on
humanitarian technology, this research seeks to learn from science and
technology studies (STS), which have significantly contributed to the
understanding of technologies and their social functionalities. The study’s
central theme of ‘do no harm’ in humanitarianism is covered – though this
literature review does not attempt to tackle all aspects of that discussion – but
has tried to focus on ICTs and their potential to do harm.

2.1. Humanitarian Technology
The adoption of ICTs as a development tool spans the past 25 years with the
advent of personal computers and the internet (Gomez, Baron and FioreSilfvast, 2012). Science and technology studies’ discourse on ICT for
development points to the potential contribution of information technology
innovation in development (ITU, 2014, Mann, 2003, Walsham, Robey, and
Sahay, 2007). The ITU (2014) recognises that ‘information and
communications technology can be a development enabler, when applied and
used appropriately’. There is an emphasis on ‘appropriate’ or ‘effective’ ICT use
to reap socio-economic and other benefits (Avgerou and Land, 1992, Bada
2002, Mann, 2003). This is based on the understanding that most technology
innovation is originating from developed countries and being deployed in
developing countries (Avgerou, 2010), and appropriating the technology to its
context is critical for success (Heeks, 2002, Mursu, Soriyan and Korpela, 2003,
Wood-Harper et al., 1990). It seems that the debate on whether ICT is ‘good or
bad for development’ has been put to rest, and the key question is ‘how do we
apply ICTs in effective ways such that they can contribute meaningfully to
socio-economic development processes’ (Sahay, 2001, p.1, Walsham, Robey,
and Sahay, 2007). Nevertheless, it seems that assumptions are made of the
developmental potential of ICTs, while the evidence might be to the contrary –
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failure (Heeks, 2002) or difficulty in proving benefits as outlined by Avgerou’s
(2010, p.1) review of ICT4D research literature that concluded that:
despite its remarkable theoretical capabilities to study technology
innovation in relation to socio-economic context, remains weak in
forming convincing arguments on IT-enabled socio-economic
development.

Information and communications technology is not just confined to
development work, but increasingly being used in humanitarian action. Vinck
(2013, p.20) defines humanitarian technology as ‘the use and new applications
of technology to support efforts at improving access to and quality of
prevention, mitigation, preparedness, response, recovery and rebuilding
efforts’. Most of the literature, mostly reviews and reports from humanitarian
organisations, point to the complexity of humanitarian contexts and yet still
opportunities available to effectively utilise ICTs for humanitarian action (ETC,
2015, Harvard Humanitarian Initiative, 2010, OCHA, 2012). That said, there is
increasing use of ICTs within the sector, including the latest innovations
(OCHA, 2012, Vinck, 2013).

Evidence indicates that ICTs are enabling humanitarian action in a number of
areas: predict crises better through early warning systems and earlier detection
of needs (Masinde and Bagula, 2010, Meier, 2011a, Pham and Vinck, 2012);
accountability and transparency (Smith et al., 2011); aid delivery (ibid.);
supporting humanitarian organisations efficiency (Bothwell and Hellen, 2015),
speed and scale in delivering assistance (Zhou et al., 2014); match assistance
to the needs of affected populations (Van der Windt, 2012); humanitarian
coordination (OCHA, 2012); and enabling community engagement and
participation (Van der Windt, 2012, Wall and Chery, 2011).

Other than enabling humanitarian work, ICTs are also changing how
humanitarian assistance is perceived and delivered. New technologies are not
just supporting humanitarian actors to be efficient and effective in their work
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(Bothwell and Hellen, 2015), but changing the industry itself (Sandvik et al.,
2014).

ICTs are enabling new forms of assistance. There is increasing recognition that
‘access to communication and information is a basic need and priority
alongside search and rescue, protection, health, food, water or shelter’ (IFRC,
2013, p.11). This redefines information and communication as aid in itself.

In addition, ICTs are also giving rise to innovative humanitarian programming
and aid delivery, that was not possible before - ‘digital aid’ – which involves
electronic transfer of humanitarian assistance to those who need it, by
leveraging technology platforms. Cash transfer programming has particularly
benefitted from new technologies which have enabled money to be made
available to populations affected by disasters through electronic means (Smith
et al., 2011).

Figure 3: Electronic cash transfer programming for Syrian refugees (Tufts University).

2.2. Do No Harm
While there is an assumption that new technological adoption in development
and humanitarian work is inevitable, and that technology drives and contributes
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to progress, the potential risks and challenges should not be overlooked
(Sandvik, 2013). The adoption of ICTs for humanitarian purposes do present
risks and challenges, and can compromise the core principles of humanitarian
action – especially the imperative to do no harm (Sandvik et al., 2014). While
new technologies are deployed with the best intentions for humanitarian
purposes, there have been instances where they have caused harm to the
intended beneficiaries.

‘Do No Harm’ is a mainstream approach within the humanitarian industry. It
assumes that humanitarians can cause harm through their actions and must
therefore assess how their assistance practices can affect local dynamics
(Anderson, 1999). It further calls for those involved in humanitarian response
take steps to avoid or minimise any adverse effects of their intervention, in
particular the risk of exposing people to increased danger or abuse of their
rights’ (Sphere Project, 2011). The do no harm framework was developed as a
tool that enables humanitarians to map the ‘interactions’ of their aid with the
local context to determine potential harm that could be caused (Wallace, 2015).
Digital technologies, by being instrumental in delivery of assistance or being
viewed as aid in itself, would form such interactions, and hence have agency to
cause harm (Jacobsen, 2015b), in the same way other resources and people
do. Digital harm can take many forms, including inequalities and vulnerabilities
that ICTs potentially create.

‘…biometrically registering a refugee produces a digital refugee body – a
digitalised version of the refugee’s fingerprint or iris pattern – in addition to
the existing physical body in need of protection. If we fail to take account of
technology’s constitutive effects then there is a risk that we will also fail to
recognise how this digital refugee body can come to encounter harm through
new forms of intrusion.’
Katja Lindskov Jacobsen
Box 2: .An example of harm caused as a result of the agency of digital technologies (Jacobsen,
2015a).
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Literature points to a new form of inequality – the digital divide - which excludes
certain beneficiaries from accessing and benefiting from the new technologies
(Kenny, 2000, Mbarika et al., 2003, Sandvik, 2013), hence rendering the
technologies unsustainable and exacerbating the social exclusion problem
(Mawela and Ochara, 2013). The digital divide takes many forms. For example,
urban populations having access to better ICT systems due to more
infrastructural investments in cities and towns as compared to rural areas (ITU,
2014). Exclusion could also take a gender lens (Sandvik, 2013) where women
are disadvantaged in comparison to men (Gillwald, Milek, and Stork, 2010).
Additional income, literacy and education and other factors can play a big role
in further excluding some groups from effectively utilising technology (Gillwald,
2005). Those excluded in having unequal access to technologies are often
times the most vulnerable (Vinck, 2013), which could further worsen their
situation.

New ICTs are also creating new vulnerabilities. With increasing amounts of
data being collected or being shared by communities receiving assistance,
another emerging concern is that of cyber-security and data privacy (OCHA,
2012, Meier, 2011b). There is potential for digital beneficiary data to be
accessed by hostile actors, which could cause them harm (Mancini and
O'Reilly, 2013). In the ongoing Syrian crisis, refugees have voiced their
concerns of their data being shared by UNHCR with the Lebanese government
which could jeopardise their safety (Knutsen and Kullab, 2014) or the Syrian
government accessing their biometric refugee data from Bulgaria (ECRE,
2013). A stark reminder of the potential of digital technology to identify persons
protected is the story of Sharbat Gula who was photographed in 1984 and was
traced eighteen years later by National Geographic as a result of iris
technology (Braun, 2003). Also, data collected through technology systems,
like social networks, might leave out ‘individuals and communities whose life
patterns do not generate enough digital breadcrumbs to make it into the
algorithms’ (Sandvik, 2013, p.229), hence risk not receiving assistance.
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Figure 4: Sharbat Gula, first photographed in 1984 aged 12 in a refugee camp in Pakistan by
National Geographic photographer Steve McCurry, and traced 18 years later to a remote part of
Afghanistan where she was again photographed by McCurry.

Other risks and challenges that is reflected in literature include:
overdependence on electricity to power ICT devices which might not be reliably
available in developing countries, and especially during large scale
emergencies (Ferris, 2011); generation of data from humanitarian
organisations, affected communities, governments, the private sector and other
actors that leads to potentially manipulated data (Castillo, Mendoza, and
Poblete, 2013, Sandvik, 2013) or too much data that becomes a cost to
process and analyse (OCHA, 2012); the emergence of new actors, especially
within the private sector, volunteer and technical communities and military who
are not grounded in humanitarian principles (Sandvik, 2013); culture in contexts
where ICTs are deployed that might inhibit effective adoption of new technology
solutions (Avgerou, 2010), among others.

While ICTs have potential for causing harm in humanitarian contexts, the
discourse does not advocate for eliminating the use of digital technologies
altogether. Anderson (1999, p.2) argues that ‘withholding aid from people in
need would have unconscionable negative ramifications’. This would also apply
to digital technologies. Sandvik et al (2014, p.241) suggests that:
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…new technologies offer new possibilities to better uphold the
humanitarian principles, but may come into conflict with the imperative to
do no harm if the introduction of these new tools is carried out without
further reflection on their impact and a regulating framework. When
information is seen both as key to the provision of aid and as aid in itself,
bad data collection processes, inaccurate data or the loss of
beneficiaries’ data can cause significant harm.

2.3. Key Themes and Framing Research Approach
The discourse from science and technology studies and the literature available
on humanitarian technology all point to the great potential and many positive
effects of technological innovation. Nevertheless, the agency of digital
technology to cause harm needs deeper examination, especially when there is
growing enthusiasm regarding the role of ICTs in humanitarian programming.

A number of key themes have emerged from the literature review, which help to
frame the research approach.
•

While ICTs are widely diffused and increasingly available in many
humanitarian contexts, the literature still points to glaring inequality in form
of a digital divide which deserves further exploration.

•

ICTs are significantly being deployed in support of cash transfer
programming, so digital aid or electronic transfer of assistance is a key
theme to explore, including the role and impact ICTs.

•

As more beneficiary data is collected by humanitarian organisations, there
is increasing concerns of the security of the data. As such, data protection
and data privacy seem to be an important themes to explore further.
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Chapter 3.0: Research Development, Design
and Methodology
This section outlines the research approach taken in this paper, why this
approach was used and the challenges encountered with the process,
especially the sensitivity of the topic among the key informants given the
dominant tech-optimistic view that is widely held in humanitarian organisations.

3.1. Approach
This study was initially planned to be conducted primarily through a review of
case studies focussed on deployment of new ICTs in delivery of humanitarian
assistance from select humanitarian actors. The reasoning was that case
studies would provide tangible evidence of the impacts of digital technologies,
based on the field practices by active humanitarian organisations. Based on my
work prior to taking the course, I had developed key networks and high level
contacts in these organisations, which I believed would make the process
easier.

During the scoping stage, and engagement with key contacts, it became clear
that most of the information about the case studies I had hoped to purse were
mostly held in internal documents which could not be publicly made available.
Secondly, there was clear discomfort in sharing information about negative
impacts of ICTs specifically attributed to the technology solutions deployed in
the field by the target organisations. It is important to state that most of the
contacts I had were for technology leaders who have vested interests in the
solutions they had deployed, and were keen to showcase them as successful.

As I undertook further literature review, and taking into consideration the
feedback from the organisations I had engaged, it became clear that there is a
widely held technocratic view that ICTs can resolve many of the challenges
being faced in the humanitarian industry. Due to this tech-optimistic view, many
organisations want to portray the investments in technology solutions as being
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largely successful. Also, if evaluations are conducted, while they had useful
information, few reports have been made publicly available. This reaffirmed the
limited critical approach in how digital technology is deployed for humanitarian
purposes.

This huddle motivated me to take a more critical approach into the role of ICTs
in humanitarian action, especially on the potential to cause harm. This was
planned to be achieved through semi-structured interviews with key informants
from diverse backgrounds, and augmented through a desk study of secondary
literature, including looking into cases – where information was available.

3.2. Selection of Participants
The selection of the key informants was planned to take into consideration
several factors including:
•

Their expertise that would allow the study to benefit from their experiences
in deploying technologies to support delivery of aid.

•

Functional roles within their organisations to balance between technical and
programmatic (non-technical) staff. ICT staff tend to be more tech-optimistic
and would be biased in support of digital technologies due to vested
interests.

•

Organisational diversity that would represent UN agencies, NGOs (including
local NGOs), governments, donors, humanitarian consortiums, academic
institutions, the private sector, research organisations, the military and other
actors.

•

Field experience to ensure that the study benefits not just from the
headquarters and regional policy perspective, but most importantly from the
practice in the field.

•

Gender balance, considering that humanitarian technology industry is
mostly male-dominated.
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Twenty nine potential participants were contacted. They were selected through
personal networks, contacts I had come across as a result of my literature
review, and through the snowball effect. A total of fourteen participants
accepted my invitation to be interviewed – eight males and six females. They
represented diverse organisations as had been planned, and included both
technical and non-technical representatives.

3.3. Data Collection
The research was managed through a combination of several data collection
strategies (Patton, 1990) primarily through semi-structured interviews with key
informants, while also making use of secondary data gained from extensive
review of academic and grey literature, as well as a limited number of case
studies.

Semi-structured interviews were conducted with key informants between 1 July
and 31 August 2016 mostly through Skype. Semi-structured interviews as a
data collection method provides opportunity to engage and interact directly with
participants (Matthews and Ross, 2010). The participants selected were subject
matter experts (Marshall and Rossman, 2011) who were familiar with the topic
and themes relevant for this research. The semi-structured interviews allowed
participants to share their knowledge, expertise or experiences of the role and
impact of ICTs in delivering humanitarian assistance. An interview guide was
prepared in advance to guide the process, and covered the key points outlined
in the objectives for the research, but also allowed the flexibility to add
questions during the actual interview to probe further areas (Walliman, 2016).
The same questions were used for all interviewees. The interviews were
recorded to facilitate ease of analysis and lasted on average 35 minutes. A
number of key informants were hesitant to be identified as representing their
organisations due to sensitivities with the topic. As such, for uniformity, all
participants’ names and organisations are not included, but are identified by a
key informant number and type of organisation. This enabled participants to
freely discuss the topic and provide valuable information.
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Secondary data gathering involved engaging academic literature on ICTs and
their impact on humanitarian action, particularly focussed on the central theme
of ‘do no harm’. As there was limited scholarly literature on this subject, I
examined literature on science and technology studies, which has significantly
contributed to the understanding of the impact of new technologies on socialeconomic issues (Hoch, MacKenzie and Wajcman, 1987). This was also
supplemented by grey literature from United Nations, NGOs, governments,
research organisations and the private sector working on humanitarian
technology.

3.4. Analysis
Data collected from multiple sources was converged in the analysis process to
enable the understanding of the whole. The data gathered from key informants
and from the literature review contributed majority of the content for the
analysis and was used to draw conclusions and make recommendations. The
analysis was undertaken taking into consideration the central research
question, to draw meanings (Miles and Huberman, 1994) and make
conclusions.

Recordings were undertaken, and extensive notes taken during the interview
process. Upon completion of the interview, the sections with the greatest
relevance to the study were transcribed and detailed out, and quotes
highlighted.

The analysis framework that I developed ensured that the qualitative data was
analysed with rigour. This was achieved through a number of tools. First, a
one-page summary sheet that summarized the main findings of an interview
was prepared for each interview. This helped reduce the vast amounts of
information into manageable themes that could be easily examined. Secondly,
a coding system was used to label key quotes and comments from key
informants, and primarily consisted of the key words and themes highlighted in
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section 2.4, but also had flexibility to include more based on the interviews.
Finally, I used a simple storage and retrieval system – Excel worksheet –
where relevant portions of the interview texts were organized according to their
codes. This was a good way of drawing out the common themes and
conclusions with a more objective lens.

3.5. Research Scope and Limitations
The scope of the study was limited to the role and impact of ICTs in delivery of
humanitarian assistance, particularly their potential to cause harm. As such, it
did not explore the role of ICTs in other phases of the disaster management life
cycle like early warning, mitigation, recovery and rebuilding. The scope was
also limited to new digital technologies 6 and not all technologies in general. Key
digital technologies explored include: big data and data privacy, biometrics,
mobile technologies, drones and social networks.

There are a number of limitations related to this study, and these were
acknowledged when possible. The limitations relate to time constraints, limited
scholarly literature, bias, and topic sensitivity among a number of key
informants, among others.

Due to time constraints, the study was focussed on engagement with subject
matter experts and literature review. While it would have added tremendous
value to the study, direct engagement with the populations who received
assistance was not possible, and as such their perspectives were sourced from
secondary data sources, for example, from independent evaluations.

The study was also constrained by limited scholarly literature on humanitarian
technology. As such, I sought to learn from science and technology studies –
especially the field of ICT4D – to understand the impact of technologies. The
study was also augmented by extensive review of grey literature from
humanitarian actors, and other sources.
6

See Glossary of Terms.
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A number of the key informants who were interviewed hold ICT functional roles,
and hence had a tech-optimistic view of the role of technology in
humanitarianism, considering they are key advocates. I had to also contend
with my own personal tech-optimistic bias due to my extensive career in
deploying and advocating for digital technologies in humanitarian work. To
counter this, I ensured that key informants from non-technical backgrounds
were also included, who provided invaluable insights which benefited the study.

Finally, as I engaged key informants from humanitarian organisations, most of
them were uncomfortable to be publicly associated with such a sensitive topic,
and as such could not freely engage on the topic. They would have provided
the sanitised and politically-correct positions held by their organisations. When I
suggested that they and their organisations could be anonymised, they were
much more open and provided useful information for the study.
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Chapter 4.0: Research Findings and
Analysis
This section lays out the key findings of the research based on an analysis of
the data from the interviews, and the literature reviewed. The chapter outlines
the growing influence and application of digital technologies in humanitarian
action. It also highlights the way ICTs are reshaping humanitarianism, and the
challenges and risks of digital technologies when deployed for humanitarian
purposes, particularly their agency to cause harm.

4.1. Key Findings
The key findings of the study are summarised below, and are based on the
information provided by the key informants that was pertinent to the research
question and themes.
i.

The diffusion of mobile technology and the increased access to the
Internet have had the most profound influence, more than any other
technology, in the delivery of humanitarian assistance.

ii.

ICTs are increasingly becoming mainstream in humanitarian
programming, with the leading application being cash transfer
programming, where positive outcomes have been experienced.

iii.

Digital technologies are reshaping aid delivery as we know it today
from provisioning material relief to a ‘digital aid’ or electronic
assistance model, hence redefining what counts as aid.

iv.

Digital technologies are hardly conceptualised as a dimension of the
‘do no harm’ approach by humanitarian actors, yet they present
significant risks and potential for harm for already vulnerable
populations.

Detailed findings are outlined in the sections below. These have been
presented in a way that builds up towards answering the research question,
and also help in drawing conclusions and making recommendations.
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4.2. A Game Changer?
‘Use of technologies in humanitarian work is not new’ said Key Informant #9.
Humanitarian organisations like the Catholic Relief Services utilise ICTs to
‘coordinate relief efforts, to make informed decisions, and to manage timely
delivery of life critical resources’ (Bothwell and Hellen, 2015). While
humanitarians have been using ‘technology’ for a long time – even as basic as
a pen and paper - things seem to be changing. All the key informants agreed
that information and communications technologies have changed all aspects of
our lives, and exert influence on the humanitarian industry as a whole. But are
digital technologies a game changer in humanitarian action?

Key Informant #11 indicated that it was ‘just a couple of years ago that our
humanitarian operations were coordinated through HF and VHF 7 radio
systems. Today, that is an archaic technology in our interconnected world’. This
points to the extraordinary pace at which technology is evolving in our world
today. ‘New’ information and communications technology that includes the
internet, mobile communications, and associated tools – as opposed to ‘old’
analog communications technology like broadcast radio – seem to provide new
opportunities for the humanitarian industry, as they become more accessible
around the world. In recent years, the diffusion and wide availability of new
ICTs in developing countries has drawn interest from donors, humanitarians,
governments and other actors, as to how technology can best serve
humanitarian responses. The Cash Learning Partnership’s (CALP) report New
Technologies in Cash Transfer Programming and Humanitarian Assistance
states that (Smith et al., 2011, p.ix):
Technology is felt to have potential to detect needs earlier, enable
greater scale and speed of responses, enhance specificity of resource
transfers to match needs and increase accountability while reducing
opportunities for corruption and diversion.

7

High Frequency (HF) and Very High Frequency (VHF) two-way radio communication
technology that was a primary means of communication prior to the widespread use of mobile
phone technology.
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Digital technologies that have been most influential, as identified by majority of
key informants include mobile technology and the internet. This is confirmed by
ITU’s Measuring the Information Society Report that shows significant
investments in mobile services and access to the internet (ITU, 2014). The
report indicates that there has been particular investment in mobile-cellular
networks, mobile-broadband internet, and national backbone capacities and
international internet bandwidth. This has been supported by an enabling
regulatory environment, high subscription rates for services, and a profitable
return on investments for telecommunications providers, which has encouraged
more investments. Investments in this sector, coupled with enabling
government policy, provides a strong foundation for ICTs to be leveraged for
development and humanitarian work. In many ways, mobile technology and
internet services have a multiplier effect for other digital technologies that have
a bearing on the humanitarian industry. ‘The mobile phone and increased
access to the internet has opened a flood gate for innovation within our
industry. From conducting assessments, designing programs, delivering
assistance, monitoring and evaluation – all this and more is now possible to
undertake more efficiently and effectively as a result of technology’, confirmed
Key Informant #5.

Figure 5: Case studies of the use of digital technologies in emergencies and their benefits (IFRC,
2013)
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‘Adoption of information technology in emergencies has had positive dividends.
Our online volunteers are using digital tools to support the UN, governments
and NGOs with tasks like crisis mapping’, said Key Informant #13. Most
participants agreed with this assessment - that there are positive benefits in
deploying ICTs for humanitarian purposes. The IFRC’s World Disasters Report
- Focus on Technology and the Future of Humanitarian Action (2013) highlights
a number of benefits brought about by digital technologies, including: enables
individuals to mobilise on the web in the aftermath of disasters to provide
assistance to affected communities and humanitarian actors; provides a
platform and new source of operational information, for example, from social
media; used for early warning purposes like drought monitoring; allows aid
organisations to connect and involve communities at risk; used to raise
awareness and funds; improve information gathering and analysis; and
supports humanitarian coordination. Key Informant #6 adds, ‘There is clear
evidence that information technology is positively transforming the work of our
members. It has enabled new efficiencies and made our work more effective’.
World Vision, an international NGO claims that it’s Last Mile Mobile Solution
(ALNAP, 2009) resulted in substantial benefits in the food‐programming domain
including a reduction in the time to generate key reports by 60% and a
reduction in beneficiary pre‐processing and verification times at aid distributions
by approximately 75% (Carr, 2008). CalP’s research on e-payments for
humanitarian purposes noted benefits including ‘improved security for
staff and recipients; reduced leakage; improved reconciliation and control of
expenditure; greater speed and efficiency of transfers; reduced costs for the
agency and recipient; and the potential for realising wider impacts for the
recipient’ (Smith et al., 2011, p.x). Not all participants were enthusiastic about
the touted benefits. Key Informant #2 cautioned that despite the enthusiasm
regarding the role of digital technologies as tools for disaster recovery, more
evidence is needed to assess their impact. This analysis is handled in more
detailed in Section 4.4 on ‘digital harm’.
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Benefits of using LMMS8
- At least a 50% time reduction for registration, distribution & reporting activities
- 47% reduction in registration time
- 30% reduction in project related budgetary costs for LMMS versus manual activities
- 40% reduction in distribution staff and a corresponding reduction in related office and
travel costs
- Multiple agencies report a reduction in fraud and double dipping - zero losses in
inventory post LMMS
- Improved beneficiary targeting and savings through reuse of data
- Electronic audit trail of user activity and reports on which family member collected
rations.
- Comprehensive reports by LMMS eliminate the need to capture thumbprints or
signatures on paper - a development welcomed by both donors and beneficiaries alike

(World Vision International, 2016)
Box 3: An example of benefits of digital technology solution used for humanitarian purposes.
Users of LMMS have reported efficiency gains, cost benefits and improvements in accountability.

ICTs do not just influence humanitarian organisations alone, but due to their
wide diffusion and increasing accessibility, they impact communities as well –
and this could have implications for the industry. Communities in crisis
contexts, are increasingly becoming digital as a result of access to cheaper
mobile phones and affordable communication services. This is enabling them
to actively engage in the humanitarian response in ways that was not possible
before. This is echoed in the IFRC’s World Disasters Report (2013, p.9) ‘Technology enables affected communities to quickly transform themselves into
first responders, send requests and messages, provide critical information,
match assistance needs with providers or support rapid damage assessments’.
‘Some of the communities in the Philippines during the response to Yolanda did

8

LMMS – Last Mile Mobile Solution – is World Vision’s digital system with functionalities
including beneficiary registration, verification, distribution planning and management,
monitoring and reporting. It improves remote data collection, helps manage aid recipients,
enables faster and fairer aid distributions and delivers rapid reporting to aid workers. See
http://www.wvi.org/disaster-management/last-mile-mobile-solution-lmms
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not wait for their government or the international community. They were using
social media to self-organise and coordinate their own response. Technology is
enabling a new type of beneficiary that is tech-savvy. This completely changes
how humanitarians engage with such digital communities’, said Key Informant
#3. An estimated 87 percent of Syrians refugees in Europe have smartphones,
and they often use Google Maps to plot their journey, while communicating with
their family back home using apps like Viber, WhatsApp or Facebook
Messenger.

Figure 6: Two refugees from Syria chat on their smartphones with their relatives in Syria as they
wait in front of the Central Registration Office for Asylum Seekers in Berlin in August. (Photo:
Getty Images).

Newer digital technologies which have been pioneered in other industries are
increasingly finding their way into the humanitarian industry. ‘Drones 9 which
have wide application in the military are gaining popularity in our community’,
said Key Informant #6. Unmanned Aerial Vehicles (UAVs) were used in the
Nepal to support response efforts by developing maps to be used by

9

Also referred to as Unmanned Aerial Vehicles (UAVs). See Glossary of Terms.
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government and aid workers, and track the recovery process, such as where
debris has been cleared and what houses were likely to collapse (Meier, 2016).
A number of humanitarian actors are already testing UAVs to support
assessments and deliver material assistance, like small medical supplies, such
as vaccines (Gilman, 2014). This can be particularly useful in insecure contexts
where humanitarian access is a challenge. Other technologies gaining
widespread use in the humanitarian industry include use of biometrics, big data
analytics, and crisis mapping.

Figure 7: Drones being used to map and track the recovery efforts in Nepal (Photo Credit: Patrick
Meier/UAViators)

4.3. Digital Aid
A culture of innovation is taking root within the humanitarian industry. This was
recognised at the World Humanitarian Summit through one of the themes on
‘transformation through innovation’. Key Informant #8 alluded to the rising
innovation by clarifying that ‘humanitarian innovation is more than just
deploying new and fancy technology solutions. That said, it’s pretty clear that
the acceleration in humanitarian innovation is driven by opportunities presented
by new ICTs’. Greater access to ICTs are reshaping how aid is delivered and
redefining what counts as humanitarian assistance.

‘Technology is changing the nature of humanitarian assistance. We are no
longer moving large quantities of food. We are moving into the digital food
business’ said Key Informant #14. Humanitarian assistance is no longer limited
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to material things, but has taken on electronic forms. Food assistance, shelter
programs and other traditional humanitarian programmes are increasingly
delivered as electronic cash transfers. ‘Cash transfer programming is an area
that has effectively utilised information technology with great success’, said Key
Informant #10. All participants in the study agreed that the use of electronic
channels to deliver cash assistance is a key highlight within the industry. Mobile
money transfers, electronic vouchers, pre-paid debit cards, smart cards and
other technologies have been widely deployed in delivering assistance. A
report by the Cash Learning Partnership indicate a surge in the use of
electronic payments in cash transfer programming (Smith et al., 2011).

ICTs are also redefining what counts as humanitarian assistance. Communities
now expect services that were not provisioned previously. In the ongoing
Syrian crisis, majority of refugees travelled with a cell phone and a primary
need was access to mobile services to enable them communicate with their
families and friends. NetHope, a consortium of NGOs provisioning
communication services to Syrian refugees echoed this when they indicated
that a key question that refugees ask on arrival at Greek camps is: ‘Do you
have Wi-Fi?’ (Woodman, 2016). Key Informant #12 echoed this when she
indicated that ‘restoring communications infrastructure following a disaster has
become a priority for governments, and allows disaster management officials
and communities to operate’. This reinforces the argument that information and
communication is equally as important as food and shelter (IFRC, 2005). This
is well illustrated by the Syrian refugees who find the ability to communicate
with family and friends as an important form of assistance – which is important
for their psychosocial well being (see Box 4 below). A study of mobile call
patterns following Oaxaca earthquake in Mexico in 2012 revealed that people
who are most affected by a disaster want to communicate more (FriasMartinez, Frias-Martinez and Moumni, 2013).
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Figure 8: Free Wi-Fi provided to Syrian refugees in Greece by NetHope. Availability of the internet
and ability to communicate with family and friends has been expressed as a key need for many
Syrian refugees.

Communication as Aid
‘Mohanad, 17, was one of hundreds of thousands of Syrians who braved dangerous boat
crossings since January to enter Europe via the Aegean Sea after fleeing an escalating
civil war in Syria. Forced to abandon most possessions, Mohanad, like many refugees,
took an item that can be used for everything from navigation to communication: his
smartphone. For people making a nearly 1,250-mile journey through Europe, Google
Maps, Facebook and other methods of 21st-century mobile communication have often
meant the difference between life and death. He also uses the technology in ways more
familiar to average teenagers -- he can talk to family or friends and post selfies to
Facebook and look up German phrases. He said he speaks frequently with family via the
free calling and texting application WhatsApp. "It always feels good when I talk to
them," he said, adding, "but then I only start to think about the future and how am I
going to miss them more."
(International Business Times 10, 2015)
Box 4: An illustration of ‘communication as aid’ as captured by the story of a Syrian refugee
(Mchugh, 2015).

10

See http://www.ibtimes.com/refugee-crisis-europe-2015-how-syrians-are-using-smartphonestravel-through-western-2152496
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Figure 9: World Press Photo of the Year shows migrants crowding the night shore of Djibouti City
in an attempt to capture inexpensive mobile phone signals from neighbouring Somalia. (John
Stanmeyer/National Geographic Creative, 2013).

4.4. Digital Harm
The ‘do no harm’ imperative advocates for humanitarians to be reflective in
their interventions in crisis contexts to minimise unintended consequences. Yet
a lot of digital technology deployments rarely take this into consideration. ‘Our
conflict sensitivity analysis hardly takes into consideration the role of
technology’, said Key Informant #11. This view is a lot more widespread, and
was alluded to by a number of participants in the study. This is attributed to the
tech-optimistic view of digital technologies that is dominant within the
humanitarian industry. This was stressed by Key Informant #2 who pointed out
that a lot of organisations are jumping on the humanitarian innovation
bandwagon, and would prefer to portray new initiatives as being successful.
This calls for a more critical look at the potential for ICTs to cause harm.
Jacobsen (2015a) strongly points this out:
…the humanitarian community (should) consider how and under what
circumstances the use of new technologies in a variety of humanitarian
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contexts may potentially give rise to harmful effects... Arguably, such
critical reflections are largely absent from current representations of the
wide range of challenges that the use of various new technologies can
help ‘solve’.

‘While we have a lot of people connected to mobile communications services,
we need to remember that there are billions who are yet to be connected’ said
Key Informant #4. The ITU (2016) reports that more than half the world’s
population is not using the Internet (Figure 10), mobile broadband networks
reach less people in rural areas compared to urban areas, and that internet
penetration rates are higher for men than for women in all regions of the world.
A digital divide still exists and majority of populations not reached by ICTs are
the most vulnerable. The World Disasters Report 2015 highlights such
vulnerability when it indicates that the population offline from the internet has
clear characteristics: 64 per cent of them are rural, the majority are women and
they also tend to be those who are older and less educated (Wall, 2015). This
was emphasized by Key Informant #7 who indicated that ‘a rush to deploy new
technologies might strengthen the inequalities in society or exclude vulnerable
populations from receiving assistance, and as such reverse the gains attained
so far’. A study in the Philippines in the aftermath of Typhoon Haiyan has found
that digital inequalities maps onto existing social inequalities, and that ‘digital
inequality can amplify social inequalities leading to a potential “second-order
disaster”—a humanly perpetuated disaster that can even surpass the effects of
the natural disaster’ (Madianou, 2015, p.2). Key Informant #1 emphasized the
need to consider different crisis contexts. While there are increasing
investments in telecommunication infrastructures in fragile contexts like
Somalia, the reality is that most conflict environments - like South Sudan - have
unreliable communications infrastructure. According to OCHA, the majority of
humanitarian operations in 2016 are taking place in conflict contexts (OCHA,
2016) like Iraq, South Sudan, Syria and Yemen - where over 60 million people
are displaced and are vulnerable, yet have limited access to digital
technologies. ‘Deploying technology solutions to deliver aid in those
environments – if not well thought out - could exclude people who need the
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assistance most’, concluded Key Informant #1. As such, context sensitivity in
the use of ICTs for humanitarian programming is important, so that appropriate
solutions are deployed for each context.

Figure 10: The world's offline population in 2016 (ITU).
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Digital technologies could also cause new vulnerabilities. ‘Humanitarian actors
are collecting vast amounts of data, including personally 11 identifiable
information, of the people they are serving. This data is often not secured, and
could fall in the wrong hands, especially in conflict settings’, said Key Informant
#9. Research in 2011 by the Cash Learning Partnership into new technologies
being used on cash transfer programming found that humanitarian agencies
lacked systems and processes for beneficiary data protection and data
management (Smith et al., 2011). New technologies like biometrics are
collecting unique data that could identify individuals and make them more
vulnerable. Leaks of personal data have potential to result in individuals being
targeted for violence or harassment, due to ethnicity, religion, medical history,
or just because they have received aid or worked with international
organisations. Syrian refugees have expressed concerns about their data being
shared with their government and jeopardise their safety (Knutsen and Kullab,
2014). Data privacy of beneficiary information was emphasized by all the
participants. While the participants expressed that more organisations are
adopting data protection policies, this practice is not widespread. Also, the
reality on the ground might be different and hence contrary to established
policies.

Risk factors to be considered when collecting beneficiary
information
1. Who within the agency is collecting this personal information?
2. How is it being collected?
3. How and where is this data being stored?
4. Who has access to the data?
5. How is it being shared with partners and other stakeholders? What is
being shared? How are partners storing and using this data?

11

Personal data includes all information that can be used to identify data subjects, which in the
case of a humanitarian intervention means programme beneficiaries (CALP).
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6. How is all of this being communicated to beneficiaries and their consent
obtained?
7. How long will the data be kept for and what will happen to it afterwards?
8. If the programme scales up – Can the data management system cope and
maintain its integrity?
(Cash Learning Partnership)
Box 5: Key considerations to ensure beneficiary data is protected, hence securing their privacy
(CaLP).

‘It is crucial to recognise that the technology is not flawless and that
technological failures may translate into humanitarian failures’ (Jacobsen,
2015b). When there is a dependence on new technologies to deliver
assistance, and they fail in the field, this can cause harm to populations
affected by disaster. WFP’s Cash for Assets pilots in four countries using epayments faced challenges including ‘unprepared agent network outside of
Port-au-Prince, a lack of mobile network in northern Uganda, limited bank
networks and payment infrastructure in remote areas of the Philippines and
challenges channelling the cash for the transfers in Kenya’ (Zimmerman and
Bohling, 2014). A system crash in Kenya resulted in 74% of recipients who did
not receive their assistance resulting in frustrations. A case study of WFP
Kenya’s e-payment exploration is captured in Box 6. The potential for
technology to fail and cause harm was emphasized by a number of key
informants who indicated that in conflict environments, governments and
parties to the conflict often manipulate the telecommunications infrastructure
including cutting off services. ‘A solution designed to deliver assistance through
public telecommunications infrastructure could be cut off, making it difficult to
serve affected populations. Inability to deliver timely assistance is harm’, said
Key Informant #7.
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Case Study: WFP’s Exploration of E-Payments in Kenya
WFP’s Cash for Assets (CFA) programme is a conditional cash transfer
scheme that reaches food insecure households in Kenya. During pre-pilot
with Equity Bank’s M-KESHO product, WFP found that network
connectivity was not strong enough to process payments. This forced WFP to
shift to a new debit card-based system. While WFP found e-payments to
have many benefits, for example, it was 15 percent cheaper than in-kind
food assistance, spurred economic activity in local markets, reduced leakage,
and improved transparency - nevertheless the programme faced many
challenges: unreliable payments; insufficient agent network; liquidity
constraints; inadequate customer service; lack of recipient capacity to
manipulate the point of sale (POS) and personal identification number
(PIN) without agent interference or assistance; and lack of cooperating
partner capacity to collect and manage data. All this resulted in frustrated
beneficiaries. The CEO of the National Droughts Management Authority
captured this aptly when he said, 'Unreliable and irregular payments cause
chaos and confusion, from logistics to management at the field level, to
people not knowing when the money will come or when the payment has
arrived. It’s the biggest challenge the program faces by far and they don’t
seem to be improving. There is so much uncertainty around the payment that
now the systems feel ad hoc'.
(Zimmerman and Bohling, 2013)
Box 6: A case study potential harm caused as a result of challenges of technology systems used
for humanitarian purposes.
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Chapter 5.0: Recommendations and
Conclusion
This final chapter includes five recommendations based on the suggestions
from key informants, analysis of the information shared by the participants and
insights from literature. I then conclude with ideas for further research.

5.1. Recommendations
While this study seeks to make recommendations that could be adopted by
humanitarian organisations in future digital interventions, it does acknowledge
the limitation of generalisations due to the uniqueness and challenges of
different contexts. The hope is that key principles can be drawn out and applied
in future digital interventions.
i.

Critically consider how the use of new technologies can cause harm,
and take steps to mitigate against it. Technology should be viewed as a
new dimension of the ‘Do No Harm’ approach and included in
programme planning to ensure that technology interventions do not
cause unintended harm.

ii.

Develop clear policies and transparent procedures on the use of
technology for humanitarian purposes, and share them widely within the
organisation especially at the field level. This should cover protection of
beneficiary data, codes of conduct, guidelines and minimum standards
for the management and sharing of personal data.

iii.

Analyse the operational contexts to understand the existing
technological inequalities before deploying digital technologies in
delivery of assistance. This should allow the selection of the most
appropriate channel of delivering assistance that does not exclude
populations with limited access to ICTs.

iv.

Recognise that technologies are not flawless and can fail. As such,
minimise experimentation with new technologies in ‘live’ contexts where
harm to beneficiaries could exacerbate their situation – instead test
digital solutions ahead of time, and in conditions similar to the field
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environments where they would be deployed. This can improve the
success rates of such solutions. Develop a contingency plan in the event
of technology failures so as to minimise harm to beneficiaries.
v.

Finally, humanitarian actors should strive to work collectively to improve
the technological environment that would deliver maximum benefit to
crisis affected communities. The improvements would include ensuring a
regulatory environment that protects beneficiaries; developing and
adopting industry-wide standards for use of technology in disasters; and
developing capacity of all stakeholders, including beneficiaries, to
effectively use technology in humanitarian response.

5.2. Conclusion
It is clear that ICTs are here to stay, and will continue to exert influence on the
humanitarian industry. Humanitarians cannot just ignore them. As digital
technologies advance and evolve, they are likely to present new opportunities
to solve humanitarian challenges. Humanitarian actors should take advantage
of these possibilities, while also being cognisant of the agency of technology to
cause harm.

This is not to suggest that all technologies deployed for humanitarian purposes
will always cause harm. This study has demonstrated a number of benefits that
have accrued as a result of digital interventions in humanitarian action. At the
same time, there have also been clear examples of harm caused to crisis
affected populations as a result of introduction of digital technologies.

The aim of this paper, and its contribution to the academic discourse and
humanitarian practice, has been to demonstrate that ICTs have a certain
degree of agency. While they bring benefits to the humanitarian enterprise,
there is evidence that harm has been caused in certain cases – which is less
acknowledged. Considering the increasing use of ICTs in humanitarian
programming, it calls on humanitarian actors to include digital technologies as a
new dimension in the ‘do no harm’ framework and analysis. By considering the
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recommendations outlined in this paper, humanitarian actors can engage in
critical and reflective ways that ensures digital technologies used for
humanitarian purposes deliver their intended benefits, while also minimising
potential harm they can cause.

5.3. Further Research
Further research will be required to determine the perspective of the affected
populations themselves in the discourse on humanitarian technology and do no
harm. More evidence is needed to assess the impact of digital technologies,
especially on crisis communities. Due to time constraints, this study excluded
them from its scope – though was able to glean some perspectives mainly from
evaluation reports.
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Appendix B: Research Study Information Sheet
Research Study Information Sheet
Oxford Brookes University

Researcher: Eric Amiani Kiruhura
Course: MA in Development and Emergency Practice
Research Working Title: Do No Harm: The Role and Impact of New Information and
Communication Technologies (ICTs) in Delivery of Humanitarian Assistance.

Invitation
You are being invited to take part in a research study. Before you decide whether or
not to take part, it is important for you to understand why the research is being done
and what it will involve. Please take time to read the following information carefully.
What is the purpose of the study?
ICTs are enabling humanitarian action in a number of areas: predict crises better
through early warning systems and earlier detection of needs; accountability and
transparency; aid delivery; supporting humanitarian organisations efficiency, speed
and scale in delivering assistance; match assistance to the needs of affected
populations; humanitarian coordination; and enabling community engagement and
participation.

While ICTs have contributed to improved humanitarian action, they also pose
challenges which need to be examined. Currently, there is limited critical scholarly
engagement on this issue. This research seeks to critically examine the role and
impact of new ICTs in delivery of humanitarian assistance, especially their potential to
do harm e.g. inequalities and new vulnerabilities which ICTs may cause. The central
question of this research is: How are new information and communications
technologies (ICTs) reshaping the delivery of humanitarian assistance, and what are
the implications for the imperative to do no harm? Recommendations from the study
would allow humanitarian actors to be more reflective when deploying new ICTs, to
ensure that unintended harm is minimised.
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Why have I been invited to participate?
You are being invited to participate in this research because of your expertise, work or
experience in using ICTs in disaster response, especially in delivery of humanitarian
assistance. I have also invited approximately 30 other participants from diverse
organisations including UN agencies, NGOs, governments, donors, academic
institutions, research organisations, the private sector and consortiums/networks.
Perspectives from populations affected by disasters will be gained from secondary
data, mainly independent evaluations and other reports.

Do I have to take part?
It is up to you to decide whether or not to take part. If you do decide to take part you
will be given this information sheet to keep and be asked to express your consent by
responding to the email invite. If you decide to take part you are still free to withdraw at
any time and without giving a reason.

What will happen to me if I take part?
The interview will be conducted mostly by Skype, or face-to-face when possible, using
a pre-determined list of questions. I will send you the questions in advance, so you
have time to review and reflect on them. The interview will take approximately one
hour.

Will what I say in this study be kept confidential?
All information collected will be kept strictly confidential (subject to legal limitations).
Confidentiality, privacy and anonymity will be ensured in the collection, storage and
publication of research material, unless otherwise specified. If you consent to
participating in the study, you can specify whether you want to be identified or not.
Data generated by the study must be retained in accordance with the University's
policy on Academic Integrity and kept securely in paper or electronic form for a period
of ten years after the completion of a research project.

What should I do if I want to take part?
To take part in the study, kindly respond to the email invite that accompanied this
information sheet. The email includes a section with consent provisions, to ensure that
you are giving informed consent to participate in the study.
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What will happen to the results of the research study?
The research will be submitted to Oxford Brookes University and graded as part of a
dissertation requirement for completion of a Master's degree in Development and
Emergency Practice. You may have access to the final dissertation paper. Please
indicate if you want a copy of the final paper during the interview or through email.

Who is organising and funding the research?
I am conducting this research as a postgraduate student at the Centre for
Development and Emergency Practice (CENDEP), Faculty of Technology, Design and
Environment, Oxford Brookes University. Am funding my own research.

Who has reviewed the study?
The research project has been approved by the University Research Ethics
Committee, Oxford Brookes University and is supervised by Dr. Supriya Akerkar,
Senior Lecturer and Development and Emergency Practice (DEP) Programme Leader
at Oxford Brookes University.

Contact for Further Information
Please feel free to contact me at eric.kiruhura-2015@brookes.ac.uk for further
information. If you have any concerns about the way in which the study has been
conducted, please contact the Chair of the University Research Ethics Committee on
ethics@brookes.ac.uk.

Thank you for taking the time to read the information sheet, and looking forward to
having you take part in this study.
04 June 2016

52

Appendix C: Key Informant Interview Guideline
Research Working Title: Do No Harm: The Role and Impact of New Information and
Communication Technologies (ICTs) in Delivery of Humanitarian Assistance.

Researcher:
Eric Amiani Kiruhura
MA Development and Emergency Practice
Centre for Development and Emergency Practice (CENDEP)
Faculty of Technology, Design and Environment
Oxford Brookes University
eric.kiruhura-2015@brookes.ac.uk

Introduction
While ICTs have potential to contribute to effective humanitarian action, they also pose
challenges which need to be examined. This research critically examines the role and
impact of new ICTs in delivery of humanitarian assistance. It will focus on i). The
growing influence of ICTs on the humanitarian industry; ii). The current application of
new ICTs in humanitarian action; iii). How ICTs are changing the way humanitarian
assistance is delivered and its implications; iv). The impact of ICTs on the
humanitarian imperative – do no harm.
Part 1: Growing influence of ICTs on the humanitarian industry
1.1. What ICTs, in your experience, have been most influential on the humanitarian
industry as a whole?
•

Prompt: Which among these ICTs is influential: mobile phones, internet, social
media platforms, geospatial/mapping technologies, drones, biometrics, big data
and analytics?

•

Prompt: Why is that the case?

Part 2: Current application of new ICTs in humanitarian action
2.1. Do you know of, or have you or your organisation been involved in using ICTs for
delivering humanitarian assistance? What ICTs have you or your organisation used in
delivering humanitarian assistance?
•

Prompt: mobile phones, internet, social media platforms, geospatial/mapping
technologies, drones, biometrics, use of big data, other?

53

2.2. In which humanitarian contexts have you recently used (or know of) ICTs to
deliver assistance?
2.3. What types of humanitarian programmes have most benefited from ICTs?
•

Prompt: Food assistance, cash transfer programming, shelter, others?

2.4. What benefits have been experienced in deploying ICTs to deliver assistance?
•

Prompt: OECD/DAC criteria - Relevance/appropriateness, Connectedness,
Coherence, Coverage, Efficiency, Effectiveness, Impact

Part 3: How ICTs are changing the way humanitarian assistance is delivered and
its implications
3.1. What ICTs, in your experience, have been most influential in reshaping how
humanitarian assistance is delivered?
•

Prompt: Which among these ICTs is influential: mobile phones, internet, social
media platforms, geospatial/mapping technologies, drones, biometrics, big data
analytics, others?

•

Prompt: Why is that the case?

3.2. In what way are new ICTs changing how you deliver assistance or how
humanitarian assistance is delivered?
Part 4: The impact of ICTs on the humanitarian imperative – do no harm
4.1. What is your understanding (including organisational) of ‘do no harm’ in digital aid
delivery?
4.2. What risks and assumptions have you taken into consideration while deploying
new ICTs to deliver assistance?
4.3. Are new ICTs causing exclusion in determining who does or does not receive
assistance?
•

Prompt: women, people with no access to technology

4.4. Are new ICTs causing new vulnerabilities?
•

Prompt: data privacy

Part 5: Recommendations
5.1. What will be your recommendation for using new ICTs in delivery of humanitarian
assistance, as it relates to the humanitarian principles and imperative to do no harm?
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Appendix D: List of Key Informants
Participant

Organisation Type

Role

Interview Date

Key Informant
#1

Donor

Innovation Advisor

11 July 2016

Key Informant
#2

Research
Consortium

Research Fellow

11 July 2016

Key Informant
#3

INGO

Director of Research
and Analysis

14 July 2016

Key Informant
#4

Private Sector

Emergency
Response Director

23 July 2016

Key Informant
#5

UN

Humanitarian Affairs
Officer

27 July 2016

Key Informant
#6

NGO Consortium

Emergency Director

27 July 2016

Key Informant
#7

Red Cross Red
Crescent Movement

Technology Advisor

1 August 2016

Key Informant
#8

UN

Head of Programme
Innovation

3 August 2016

Key Informant
#9

Academia

Senior Researcher

5 August 2016

Key Informant
#10

Technology Industry
Association

Emergency
Operations Manager

11 August 2016

Key Informant
#11

Local NGO

ICT Officer

14 August 2016

Key Informant
#12

Government

ICT Advisor

25 August 2016

Key Informant
#13

Volunteer and
Technical
Community

Operations Manager

25 August 2016

Key Informant
#14

INGO

Head of Food
Assistance

29 August 2016
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Appendix E: Personal Reflection
When I started exploring the topic of this research through an independent
study, I held a strong tech-optimistic view of digital technologies, and their
potential for good. This was greatly influenced by my career, where I have been
actively involved in advocacy efforts to expand the role of ICTs in humanitarian
emergencies. While I still see a critical role for digital technologies in
humanitarian work, my approach has changed.

Throughout my study at CENDEP, I was challenged to take a more critical view
of humanitarian policy and practice. In many ways, this research is a reflection
of this journey. I started off exploring the notion of digital aid and the role of
technology that enables it. The grey literature from the UN and INGOs had a
positive spin to such humanitarian innovation. My engagement with a number
of NGOs revealed that many critical evaluations of these projects are rarely
published and shared widely. This prompted me to take a more critical
approach to the role of digital technologies in humanitarianism.

The process has challenged my own perceptions and biases. As I engaged
with scholarly literature, held discussions with faculty and fellow students – the
more I was convinced I had taken the right approach to the topic. It has been a
fulfilling and worthwhile endeavour.

The lessons from the course and particularly from this research will be well
applied in my next role within the humanitarian industry. Am grateful to Dr.
Supriya Akerkar, the CENDEP faculty and class mates for a thrilling and
fulfilling journey.
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