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Overview of this session

• What is contract cheating?
– How is different from other forms of cheating?
– Examples of contract cheating.

• The players in a multi-faceted approach
– Designing out opportunities to cheat.
– Dealing with cases of contract cheating.
– Other issues.

• Workshop Activity
• Problems for the future.

– Challenges for the future
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Categories of “Cheating”
In assessed coursework we can 
characterise 3 main categories:-

Collusion
copying from students

in same cohort

Contract
Cheating

work is produced by 
an external agent

Plagiarism
copying from books

or internet
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What is “contract cheating” ?

Student
Auction Site

Coders

1. Student posts assignment details 
onto auction site

2. Coders make bids to do the work

$20

$50

$50

3. Student selects bid 
Payment is escrowed

4. Selected Coder does assignment

5. Student receives solution 
Payment is released

“Contract cheating” occurs when a student gets someone else to do an 
assignment for them and then hands it in as their own work.
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Plagiarism and Collusion Detection

Student 
assignments

Internet 
Search 

Engines

Non-originality 
Engine

Database of 
previously 
scanned 

student work

xxx xxxx 
xxxx xxx x x 
x x xx x x   x 
x x x x x x x  

xxx xxxx 
xxxx xxx x x 
x x xx x x   x 
x x x x x x x  

Non-originality 
ReportDetection of “non-original”

work relies on being able to 
compare an assignment 
against other sources.

Work produced by “contract 
cheating” is original – but it 
was not done by the student.
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Different Ways of Contract Cheating

• Auction sites (eg Rentacoder)
– set up to provide service for businesses

• Tutorial sites (eg StudentOfFortune)
– set up to provide “assistance” to students

• Essay Mills and Essay Banks (eg Brainmass)
– provide tailor-made and off-the-shelf solutions

• Discussion Forums
– provide technical help for free

• Social networking sites (eg FaceBook)
– students can form private groups to exchange answers

• Liveware approaches
– Contact other students
– Contact friends and relations
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It pays to advertise ...

Online 
“small ads”

web site

Leaflet 
handed out 
to students
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Our own experiences
We started our research with the aim of analysing the extent 
and characterising the types of “contract cheating” when our 
own assignments appeared on Rentacoder in 2004.

Bob’s assignment
Student paid $50

Coder still active today 
(100+ assignments done)

Tom’s assignment
Student paid $15

Student went on to post 
work from other universities
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Extent of Contract Cheating

100%912Total

2%18Turkey

4%34Other

7%61Canada

11%101Australia

26%239United Kingdom

50%459USA

%nCasesCountry

Number of cases of Contract Cheating by Country where the source was identified
(912 cases from Mar 04 to Oct 06)

The “average student” posts between 4 and 7 assignments
R. Clarke, and T. Lancaster, “Eliminating the Successor to Plagiarism? Identifying the usage of contract cheating 

sites”, in Proceedings of 2nd  International Plagiarism Conference, Gateshead, United Kingdom, June 19-21, 2006
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Contract Cheating Example 1
“Help! I’ve got stuck”

Description
OK...I'm not a software engineer nor do I plan to be one (I'm 
sure glad there are those of you that are good at it - I am 
not). I'm a network/communications design engineer who 
needs one more C++ class before graduation. Can you help 
with a homework project? More projects to follow ...(~8 
total), quick turnaround.

Here is the info from the textbook project :

Write a program that compares the efficiency of the bubble 
and selection sorts. Model the program to compare the 
efficiency of the sequential and binary searches. Declare 
two arrays: int arr1[50000], arr2[50000];

Fill each array with the same set of random number in the 
range from 0 to 999999, and time the execution of the 
algorithms. Fill each array with the sequence 1,2,3...50000, 
and time the algorithms. Then fill the arrays with the 
sequence 50,000, 49,999,...2,1 and time the algorithms. Do 
your results correspond the Big-O running time? 
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Contract Cheating Example 2
Planning to cheat in advance

Description: 
DETAILS OF THIS PROJECT ARE ATTACHED. THIS 
PROJECT IS TO BE DONE IN SIMPLE STAGES.

Project: Write a GPA (Grade Point Average) calculator in C 
that will run on the campus UNIX system.
Part 1: Write a technical (design) document that describes 
the project as you understand it.
Part 1 is due on September 23 at the beginning of cla ss.

Part 2: Revise your technical document that you turned in to 
include the information received during the class on 
September 23.

Part 3:
Documentation within the program is an essential part of any 
program. Write, document, debug and test your program 
based on the design you describe in your technical write-up. 
The full source of your program is to be included in your 
paper as an appendix.
Part 4:
Data testing is necessary to ensure that the program works 
as designed. Programs should be carefully tested using 
typical and extreme data. Include as the second appendix to 
your technical write-up session scripts of tested programs, 
and numerical computations obtained using other means that 
verify the correctness.
The final project is due September 28 .
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Postgraduate Example (3)

Postgraduate assignments 
and final year projects are 
commonly posted.

This one was posted by a 
“third party subcontractor”
who has posted 
assignments from several 
different UK universities
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Policies and Procedures: 
some of the players in the game

Policies
Procedures

Teaching
Staff

Students

Professional 
Bodies

External
Suppliers

Internet
Detectives

Admin
Staff

Software
Solutions

Government
Agencies
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Teaching Staff

• Design-out the opportunity to cheat
– Do not re-use assignments
– Individualise assignments
– Assess process as well as product

• Professional ethics modules
– Form part of many degree programmes

• Use of Vivas and supervised exams
– Alternative forms of assessment

• Add “water-marks” and “tags”
– Aids in searching for postings on the web
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Example Individualised Assignment
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Assessing “process”; Using a viva

Limit number 
of marks for 
the “product”

Use of a 
“scripted”

viva

Assignment also tagged:
Team “Escandov” used in a 

Google Alert
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Students

• Honor codes
– an idea from the USA; could it work here?

• Plagiarism awareness sessions
– practical sessions to explain what is and what isn’t acceptable 

behaviour
– Needs integrating into normal teaching sessions – not just a single 

session during induction

• Emphasise that cheating is not a “ victimless crime”
– Your degree is devalued when cheats are found out.
– Do you want to be treated by a nurse who had to cheat to pass?
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Administration (1)

• What levels of “proof” are needed?
– Easy for plagiarism and collusion
– Hard for contract cheating and essay mills
– Proof needs to be “auditable” in case of appeal

• Ensure that policies are kept up to date
– build in a revision cycle

• Appropriate levels of punishment
– Retrospective removal of an award?
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Administration (2)

• “Name and Shame” those found guilty?
• Use other regulations, if appropriate

– misuse of computer equipment to post assignments
– breach of copyright by posting an assignment

• Cheating and plagiarism measures as part of 
internal moderation process.

• Promote good practice .
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Department of Computing at 
BCU required staff to define 
anti-cheat measure for each 
element of assessment

Next move – require the 
reporting back of success of 
these measures in module 
reports with best practice 
going forward to the annual 
course report.
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Software

• Use of packages like Turnitin and JPlag
– Use may be limited to a few fanatics “early adopters”
– Institutional-wide policies and funding
– Need support to interpret results

• Must recognise the limitations of these systems
– Can only find items that are in its “database”
– Does NOT work for  “Contract Cheating”

• Newer developments not yet proven
– Writing style comparison tools
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Results from Turnitin

Turnitin can 
sort by number 

of matches 

These are 
contract cheating 

examples –
5 have led to 
identification
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The Detectives

• Monitoring of known web sites
– “Radar” system to filter suspect items
– needs assignments to be “searchable”
– need staff email addresses to be visible

• Providing an evidence-base
– Evidence to identify multiple attempts at cheating
– Look for patterns in assignment postings

• Active hunting rather than passive fishing
– Maintain a “frequent offenders” list
– Follow up lead from “frequent coders” who are known to provide 

solutions for students
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Screenshot from our “Contract Cheating Radar”

Looks for 
keywords like 
“homework”

and 
“algorithm”

in a variety of 
spellings
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Providing an “Evidence base”
We now regularly archive examples 
of contract cheating so that evidence 
can be presented when a positive 
identification of the student has been 
obtained.

In this example the items in red were 
the ones collected and enabled the 
source institution to deal with the 
student.

Of the 22 bids paid for, we provided 
evidence for 12 items.

Aske Jun09 26

Suppliers

• Forum sites have “codes of practice” for members
– unix.com being an exemplar of responsible actions

• Auction sites will remove postings that breach 
copyright – eg rentacoder.com

• Essay sites state “for tutorial support only”
• Students acting as coders

– The coder’s university may bring pressure to help provide 
evidence.
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RULES OF THE UNIX AND LINUX 
FORUMS at Unix.com

(1) No flames, shouting (all caps), sarcasm, bullying, profanity or arrogant posts. 

(2) No negative comments about others or impolite remarks. Be patient. 

(3) Refrain from idle chatter that does not contribute to the knowledge base. This does not apply to the forums in The Unix Lounge which are 
for off-topic discussions.

(4) Do not 'bump up' questions if they are not answered promptly. No duplicate or cross-posting and do not report a post or send a private 
message where your goal is to get an answer more quickly. 

(5) Search the forums database with your keywords before asking.

(6) Do not post classroom or homework problems.
(7) No job postings from headhunters or recruiters except in The Unix Forums Job Board. 
(8) No BSD vs. Linux vs. Windows or similar threads.

(9) Edit your posts if you see spelling or grammar errors (don't write in cyberchat or cyberpunk style). English only.

(10) Don't post your email address and ask for an email reply. Don't send a private message with a technical question. The forums are for the 
benefit of all, so all Q&A should take place in the forums.

(11) Post questions with descriptive subjects. For example, do not post questions with subjects like "Help Me!", "Urgent!!" or "Doubt". Post 
subjects like "Execution Problems with Cron" or "Help with Backup Shell Script".

(12) These are not hacker boards so hacker related posts will be promptly deleted or moderated.

(13) The forum administrators reserve the right to prune, move or edit posts that do not adhere to the rules or are technically inaccurate.

(14) The forum administrators reserve the right to remove users or change their posting status to read only without notice if any rules are not 
followed.

Threads that 
contain homework 

requests are 
closed down
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Essay Mill warning to its authors

www.bestessays.com

Chronicle of Higher Education
March 20, 2009

http://chronicle.com/free/v55/i28/28a00102.htm
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Professional 
Bodies

• Require ethical behaviour of members
• May expect “ethics” to be covered 
• Could accreditation of courses be at risk?
• “Fitness for practice” in Nursing, Law etc
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Nursing Degree Example

Of all women with court orders for child 
support payments in 2001, 40% received full 
payment, 28% received partial payments, and 
32% received nothing (United Kingdom Bureau 
of the Census, 2003). Support is undoubtedly 
highest at the time of birth and drops off 
sharply as relations frequently deteriorate 
between the child's parents. 
.......
In the Wales study, which began in the mid-
1960s, 46% of the unmarried fathers were 
providing support to their children a year after 
delivery. Seventeen years later, just 11% of 
the never-married and 23% of the formerly 
married men were helping to support their 
children (Furstenberg et al., 2001). 

Original Source

Teenaged pregnancy and 
childbearing. 
Furstenberg, Frank F.; Brooks-
Gunn, Jeanne; Chase-Lansdale, 
Lindsay
American Psychologist. Vol 44(2), 
Feb 1989, 313-320.

United States changed to 
United Kingdom

Boston changed to Wales
Year changed from 1989

to 2001

Third year research essay bought 
from an Essay Mill web site
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Government

• Targets for completion rates
– Possible disincentive to deal with cheats

• Students may breach visa conditions
– If they are failed students

• Gaining qualifications to gain residency points
– Particularly postgraduate qualifications
– Economic pressures on both student and universities
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When Skilled Immigrants Aren't So Skilled 
From The Independent Australian, Issue No. 13 (Spring 2007):

Frankly, cheating is cheating. If a student who aspires to be a professional, 
particularly one aspiring to work in a Western country such as Australia, and 
can't recognise the difference between submitting his own original work or 
plagiarising slabs of text and passing it off as his own, then he shouldn't be 
rewarded by entry into the profession of his choice. A post-graduate student 
could hardly be unaware of the ethical difference.

The universities talk of counselling students, marking-down their contributions 
or failing a subject but it is doubtful if few or any students have been stripped of 
their degrees no matter how blatant their plagiarism. It's all about money rather 
than academic standards.

Even the Federal Education Minister, Julie Bishop, has belatedly got around to 
warning of the damage plagiarism could do to the reputation of Australian 
universities.

Selected text (my italics) from 

http://eye-on-immigration.blogspot.com/2009/02/when-skilled-immigrants-arent-so.html
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The 4th Estate

• The press has an “interest” in students cheating.
• Tend to look for more sensational aspects

– Outsourcing to India 
– Dramatic increase in cases of cheating

• May mis-represent results of research
• May reveal the cloud behind the silver lining

– Coventry University’s “Zero Tolerance” policy
• May give extra publicity to essay mill sites

– Owners of these sites are always good for a quote
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Sample press coverage

Daily Mirror – Oct 2008 BBC News – Aug 1999

BBC News – May 2004
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Famous for 15 minutes in June 2006
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Workshop Activity

• Form small groups of 3-5 people
• For the topics allocated to your group:-

– What measures are in use or planned at your 
institutions?

– Consider the effectiveness of these measures.
– Consider how these issued might develop in 

the future.
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Workshop Summaries

• Each group to summarise its discussions
• List the key points onto the poster
• Give a brief (2 min) summary
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Wrap-up session

• Contract Cheating has the potential to be a 
serious threat to academic quality

• No Magic Bullet solution to contract cheating
– Need to use a multi-facetted approach.

• Better to be proactive than reactive
– Don’t wait until the problem becomes endemic
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The Arms-Race
• Increase in on-line course provision

Never see the students; no sense of “belonging” to a course
More “for profit” provision; 
How do you tell the OU that someone is cheating?

• Assignments will be downloaded directly to students’ PDAs
Missing out the opportunity to correctly attribute a contract cheating bid.

• Peer-to-Peer working may mean coders will make direct contact with 
students
Auction sites could be less important as sources of bids. 
Tutorial and social networking sites are already a significant problem.

• Pervasive devices will make “triangulation” tests more difficult to 
police
We have already seen examples of students preparing to use “Instant 
Messenger” to take practical exams.
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“Cheat 22”
no plagiarism intended

Professor Daneeka is berating his 
student who has been caught 
cheating.

“... and what if all students paid 
someone to do their assignments”.

To which Yosserian replies.

“Then I would be a damn fool to do 
otherwise!”
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A slide from a talk at Greenwich

Today he’s buying 
the assignment ....

Tomorrow it may be 
the degree
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References
Links to more information on “contract cheating” can be 
found through the entry on Wikipedia:-

http://en.wikipedia.org/wiki/Contract_cheating

This includes links to the HEA and ICPCA07 conferences 
and the HEA workshop in held in March 2008 at BCU.
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